
CyberSource Risk Management Solutions

ÅAutomatically sort more orders, more accurately

ÅMake your fraud team more productive

ÅScale operations easier, with less cost and risk

ÅBetter predict and control business results

Includes

Device Fingerprinting

&

Botnet Detection

The Most Widely Used Online Fraud Management Solutions, Worldwide



CyberSource Risk Management Solutions

Choose the market-proven solution that 

meets your business objectiveé

Objective: Optimize In-House Fraud Management Performance/Efficiency é.2-8

Solution: CyberSource Performance Management
Control fraud loss, increase sales conversion, and increase review team capacity and accuracy. 

CyberSource Decision Manager System

ÅBusiness user rules system with over 150 pre-integrated detectors and tests

ÅCase management system

ÅAnalytics package

Performance Monitoring by an expert CyberSource fraud analyst

Now With

Advanced Device 

Fingerprinting

Technology
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Objective: Control Fraud, Scale Easier, Reduce PCI Scope éééééééé9-10

Solution: CyberSource Screening Management
Our staff of experienced analysts and order conversion experts manage your screening and review operations. 

ÅCyberSource Decision Manager System to automate fraud screening

ÅExpert CyberSource Fraud Analyst to design, manage and monitor your  program

ÅExperienced CyberSource Order Review Agents manage order review and conversion

ÅBranded Toll-Free Number and related services to maintain your brand with your customers

ÅWorld-class Call Center  Facilities

Objective: Increase Chargeback Revenue Recovery & Reduce PCI Scope éé.11

Solution: CyberSource Chargeback Recovery
Our experienced chargeback recovery agents examine and fight your chargebacks so 

you can capture more revenue and reduce fees. The ROI case is simpleðwe get paid 

only when we recover your money. And, you eliminate a point of payment data exposure, 

thereby reducing your PCI scope. No system changes are required. Weôll work with your 

current payment solution, even if it isnôt CyberSource.

Win-Win

Approach



Our hosted Decision Manager system with CyberSource Intelligent Review Technology helps you

reduce the need for review, speed review, and optimize business results. 

The CyberSource Decision Manager System
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2a. Case Routing & Priority Assignment

Establish rules to automatically route cases 

and assign priority based on order profile and 

reviewer skill set. Case ownership features 

enable active reviewer management and 

prevent multi-reviewer intervention.

2b. Automated Queue Management

Create rules to automatically monitor case 

handling and ensure they clear the queue per 

your customer service commitments. Cases at 

risk trigger action alerts or are automatically 

dispositioned per your business rules.

3. Review Dashboard with In-line Validation

All order and validation data, along with 

reasons for order outsort, are conveniently 

displayed within a workflow-savvy case review 

dashboard.

Reviewer validation tasks are also streamlined 

to increase productivity. Reviewers no longer 

need to invoke reverse telephone lookup, 

credit history and similar services via separate 

screens, or input required customer data. 

Validation services are called from within the 

case interface and all necessary customer 

information is automatically submitted without 

additional data input.

1.  Initial Screen with 4D Detection

Our portal provides on-demand access to 

150+ global fraud tests, across four 

dimensions of detection. Rule console lets you 

enforce acceptance policies based on test 

results. Itôs a proven best practices approach 

to accurately detect fraud and lift conversion, 

while minimizing need for manual review.

Smarter, Automated Case Routing 

and Queue Management

Faster, More Accurate Case Review

More Accurate Screening Reduces 

Manual Review Volume

Portal provides access to 150 

global fraud detectors and tests, 

complete with business-user 

rule console to automatically 

enforce acceptance and review 

policies.
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CyberSource Decision Manager System
Performance 

Monitoring by 

Experts
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Tuning & Analytics: Better Predict and Control 

Business Results
Test mode, process performance and reviewer performance reports 

let you monitor results and adjust on demand.
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PERFORMANCE

MANAGEMENT

Handle up to 2X or More Order 

Volume Per Reviewer
Improved automated screening reduces the 

need for review, while intelligent case 

management tools focus review and 

streamline reviewer tasks. You can increase 

the capacity of your current review team, 

while improving fraud control.

Enhance Automated Sorting Accuracy.

Convert More Sales. Detect More Fraud.
A proven best practices portfolio of global fraud 

detectors (including packet-level device fingerprinting 

and global multi-merchant transaction history tracking) 

and powerful business-user rule management console 

allow you to more accurately sort inbound orders.

Better Predict and 

Control Business Results
Now, change screening strategies on 

demand. See rule impact prior to 

production. Complete suite of analytics 

and analyst support helps tune your 

process. Plus, our business performance 

guarantee helps ensure desired results.

Rule System ïDetectors ïCase Management - Analytics



Decision Manager: Rule Console & Validation Services

Access Over 150 Popular Validation Tests and Services, Worldwide

Passive Mode Lets You Test Rules Safely
Want to evaluate results before applying rules to real orders? No problem. Just select ñPassive Modeò and Decision 

Manager runs the new screening profiles in the background while your current production rules continue to run. 

Once you review results, you can tune rules or place them into production.

Our easy-to-use Web interface lets your business managers quickly create rules that interact with 

multiple, global validation services to automatically analyze and sort incoming transactions associated 

with all major payment types:  

ÅCreate rules using a pre-defined rule library and easy-to-use custom rule builder

ÅCreate multiple screening ñprofilesò (product category, SKU, expedited shipping, etc.)

ÅApply conditional relationships between several rules using ñandò / ñorò type logic

Only CyberSource lets you cast a deep net across four dimensions of validation, in less than 2 seconds, to catch fraudulent 

behavior sooner and more accurately. Simply put, itôs harder for fraudsters to look like unique customers because you can 

simultaneously compare their behavior and order profiles across multiple anonymous merchants, your own store, global validation 

services, and order placement device(s). Here are 

just a few of the real-time validation tests you can                 

automatically apply via our portal:

Rule Console: Easily Create Screening Rules On Demand

Device Fingerprinting
Derives a ñdigital fingerprintò of the device used for order 

placement. This fingerprint can then be used in conjunction with 

other order attributes to detect abnormalities.

IP Geolocation
Assesses the consistency between the geographic location of the 

IP address and address/billing information provided with the order.  

Includes ability to detect anonymizers.

Purchase Device Tracing

Single Merchant Purchase History

Custom Data Fields
Custom data fields allow you to present business-unique data for 

evaluation. Examples include: customer purchase histories, 

order change histories, airline passenger data/PNR data, etc.

Single Merchant Purchase Velocity 
Automatically monitors the frequency of orders placed with your 

company, purchases of a particular SKU in a given timeframe, value 

of accumulated purchases or combination of these conditions. 

Negative & Positive Lists
Allows you to maintain your own negative and positive lists for 

decision assessment (lists are not shared among merchants).  

Lists can be uploaded and chargeback information automatically 

appended.

Packet Inspection Detect Botnet Attacks First Time!
Sees through anonymizers and botnets to view device behavior and 

detect true purchase device. Available Q4 2009.
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CyberSource maintains transaction histories across the thousands of 

merchants using our services worldwide. We correlate this data to 

your presented order (fingerprint, name, email, address, phone, 

etc.)ðgiving you insight to anomalies that may signal fraud. 

Global, Multi-Merchant Purchase History

Global Delivery Address Verification
Validates address format and deliverability for 233 countries. Can 

also be used at time of order placement to detect ñfat fingeringò 

and eliminate the risk of invalid order rejection or mis-shipment.

Global Telephone Number Validation
Validates telephone number structure via an international 

database covering over 100 countries.

U.S. Export Compliance/DPL Lists
Real-time check of denied parties and persons of question across 

multiple lists maintained by U.S. government agencies.

Verified by Visa/MasterCardÈ SecureCodeÊ
Results from Verified by Visa and MasterCard SecureCode checks 

can be evaluated by Decision Manager.

Standard Card Brand Services 
Standard card validation services such as AVS and card 

verification number are accessed and evaluated.

Other Validation Services
Custom fields allow you to submit data from other validation 

services of your choosing to aid in the decision process.

Global Validation Services

4D

Boxes

Fraudsters

In

CyberSource Risk Management Solutions: Performance Management

Multi-Merchant:

ÅVelocity

ÅIdentity morphing

ÅData correlation 


