CyberSource Secure Payment  CyberSource
Acceptance: SAP

Reduce Payment Data Storage Risk from Order-to-Cash

SAP electronic payment acceptance fulfills a key function within your organization.
However, storing payment data may expose your organization to significant security risks
and increase your team’s PCI Data Security Standard (PCI DSS) compliance workload. PCI
DSS compliance is costly for your organization, consumes your team’s resources, and still
leaves you exposed to a payment data security breach. CyberSource offers a better way to
secure payment acceptance while reducing your PCI DSS footprint.

CyberSource Secure SAP Payment Acceptance

CyberSource Secure SAP Payment Acceptance removes payment data from your SAP
environment using hosted payment acceptance and tokenization. With sensitive payment
data out of your environment, the SAP application components are no longer part of your
organization’s PCIl DSS scope.
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How It Works

1. Users and customers enter sensitive payment data on a CyberSource payment page hosted within
a PCI compliant data center

CyberSource transmits payment requests to the payment networks
CyberSource generates and returns a token, serving as a proxy for the payment card number
SAP modules utilize the token for future transactions

ok W

Customer service personnel retain access to identifiable subset of payment card for support activities




Implementation

CyberSource provides project managed delivery within your System Development Lifecycle
(SDLC). CyberSource also recognizes the ongoing nature of your SAP application SDLC,
and structures delivery to provide ongoing support of future SAP application releases.

We ensure that your staff is equipped to maintain CyberSource Secure SAP Payment
Acceptance within your future SAP application releases.

Implementation options include:
= SAP R/3 (ECC) and CRM modules & environments typically supported
m Customization options for international/multi-lingual SAP deployments
m Fixed price delivery approach

m Purchase Card Level Il and Level Il support

The CyberSource Advantage

Leverage the ‘Payment Experts’. CyberSource Payment Management Solutions can help
optimize and improve your Order-to-Cash processes:

m Accept payment methods preferred in local markets, transact payments in over
190 countries, fund in 21 currencies

m Improve efficiencies and data reconciliation by connecting to multiple processors
through a single connection

m |everage value added services such as Account Updater, Fraud Management,
Sales Tax Calculation, and more

Get Started

To reduce payment security risks and PCI compliance costs, contact your CyberSource
sales representative, or call us directly at 1.888.330.2300 today.

CyberSource’

Benefits

Improved Data Security
e Reduced PCI DSS scope

e Decreased potential for
data loss in the event of
security breach

e Increased IT project
capacity for meeting core
business needs

Improved Payment
Reconciliation

e Easier transaction
reconciliation from within
your accounting system
environment

e Improved receivables and
cash flow

e Manual, error prone
processes eliminated

For more information, please visit www.cybersource.com
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