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Welcome to the Cybersource Product 
Bulletin. This edition includes product 
enhancements, mandates, and timely 
support updates you may need to know 
about. We’ve also included important 
information that can help you manage 
your payment operations more efficiently.



Contact us The product bulletin  2023  |  Vol. 4© 2023 Visa. All rights reserved. 2

•	 Business center 
transaction management: 
two new releases

•	 Transactions Details 
page: Partner Risk 
Controls

•	 Transaction Details 
page: Bank ID 
number (BIN) lookup 
transactions

•	 Managed ISV: two new 
releases

•	 Cybersource for 
NetSuite Version 23.3.1

•	 Cybersource cartridge 
for Salesforce 
Commerce Cloud

•	 Decision Manager: two 
new releases

•	 Rule Editor: new fraud 
or business rule type 
designation

•	 Case Details Page: new 
marking elements and 
increased case marking 
notes characters

•	 Rule-Based Payer 
Authentication (RBPA) 
end-of-sale status

Contents

MandatesWhat’s new

•	 Mastercard new mobile-
point-of-sale (mPOS) 
indicators in authorization 
and clearing messages

https://www.cybersource.com/about/contact_us.html


Contact us The product bulletin  2023  |  Vol. 4© 2023 Visa. All rights reserved. 3

Business center transaction 
management: two new releases

Transaction Details page: Partner Risk Controls

•	 Transactions Details page: Partner Risk Controls

•	 Transaction Details: Bank ID Number (BIN) lookup 
transactions

Transaction Details page: Bank ID number (BIN) lookup 
transactions

The BIN Lookup Service provides payment card account information 
based on a bank identification number. The BIN is a six-digit or eight-
digit card number prefix that is assigned by a payment card company.

Now, you can view BIN lookup transactions on the Transaction Details 
page in the Business Center (as shown below, for illustration only).

What’s new

Cybersource is pleased to announce 
a new Partner Risk Controls card has 
been added to the Transaction Details 
page. The Partner Risk Controls card 
displays incoming transactions that 
are marked using the risk rules that you 
select. This information identifies the 
rule that is responsible for rejecting a 
specific transaction (as shown below). 
You can add this card using the edit 
layout feature on the Transaction 
Details page (as shown to the left, for 
illustration only).

Check out the BIN lookup REST API Developer Guide for more 
information.

https://www.cybersource.com/about/contact_us.html
https://developer.cybersource.com/docs/nab/en-us/bin-lookup/developer/all/rest/bin-lookup/bin-lookup-intro.html
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Managed ISV: two new releases

Cybersource for NetSuite Version 23.3.1
Cybersource is pleased to announce a new Cybersource NetSuite 
Version 23.3.1 bundle. This release supports:

•	 Pay by Link company name

•	 Hold transaction reason codes multi-select field

•	 Auto-cancel pending Secure Acceptance invoice payments

•	 Processing multiple captures with the payment instrument 
setting set to off

This release also includes these new functions:

•	 Processes Mastercard Level III sales transactions using TSYS 
payment solutions

•	 Support for special characters for the REST API

•	 Calculates the subtotal for Pay by Link

•	 Removes the unexpected token in the JavaScript Object 
Notation (JSON) user event script

What’s new

Cybersource cartridge for Salesforce Commerce Cloud
Check out the new release that includes Microform Version 0.1.1, 
updated from Version 0.4.•	 Cybersource for NetSuite Version 23.3.1

•	 Cybersource cartridge for Salesforce Commerce Cloud

https://www.cybersource.com/about/contact_us.html
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What’s new

Decision Manager: two new 
releases

Rule Editor: new fraud or business rule type 
designation
Cybersource recently released new fraud and business type 
definitions to the Rule Editor. This release enhances your ability to 
analyze the effectiveness of fraud strategies with more accuracy. It 
also allows you to isolate business rules that could inflate the reject 
or review rates. Inflated rates make it more difficult to determine 
true fraud rates and to manage fraud strategies  (as shown below, 
for illustration only).

•	 Rule Editor: new fraud or business rule type designation

•	 Case Details page: new marking elements and increased 
case marking notes characters

Case Details page: new marking elements and 
increased case marking notes characters
Recently, Cybersource updated the Case Details page to display 
marking elements and increased the case marking notes from 225 
to 4,000 characters.

This update displays the data points that are marked as suspect in 
the Marking History record card view (as shown below). A marked as 
suspect transaction will be added to the Marking History record to 
indicate the data points that are added to the negative list.

Your organization may have requested the ability to view the 
elements that have been added to the negative list when using 
the marked as suspect status on the Order/Case Details page. This 
includes account, address, email and device fingerprint. This update 
will help you identify all of the data elements you need to clear from 
your negative list so you can view all of the data points that are 
manually marked. The page also displays the elements that were 
removed from the negative list when you’re using the remove from 
history function on the same transaction.

https://www.cybersource.com/about/contact_us.html
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What’s new

Rule-Based Payer Authentication (RBPA): end-of-sale

Rule-Based Payer Authentication in 3-D Secure Version 1 has been 
classified with an end-of-sale status on August 1, 2023. Version 1 has 
been updated to the new EMV®3-D Secure1 protocol, also known as 
3-D Secure 2.x.

Current RBPA customers can continue to use the product until 
October of this year. 

https://www.cybersource.com/about/contact_us.html
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Mastercard new mobile-
point-of-sale (mPOS) 
indicators in authorization 
and clearing messages
Mastercard introduced new mPOS indicators in authorization and 
clearing messages to differentiate between software-based and 
hardware-based mPOS terminals and supported PIN entry. The 
new indicators allow acquirers and issuers to differentiate between 
software-based and hardware-based mPOS solutions. Software-
based mPOS solutions allow you to use your mobile devices to 
accept contactless transactions, with or without PIN entry, which 
reduces the cost of payment acceptance.

We are compliant with this mandate. Your partners can process 
their software-based mPOS solution (tap-on-phone) using VisaNet 
and Visa Platform Connect as a processing gateway in compliance 
with this mandate.

Mastercard’s implementation details require acquirers to identify 
and send this information in authorization requests:

•	 A value of 3 for mPOS software-based PIN entry capability 
in DE 22 (Point-of-Service [POS] Entry Mode) and sub-field 2 
(for POS terminal PIN entry mode)

•	 DE 48 for additional data (private use) and new sub-element 
21 for acceptance data 

Mandates

© 2023 Cybersource Corporation. All rights reserved. Cybersource confidential. The (as 
shown below, for illustration only).confidential and may be privileged. It is intended only 
for the use of the individual or entity named above. If you are not the intended recipient, 
dissemination, distribution, or copying of this communication is strictly prohibited. If you 
have received this communication in error, please erase all copies of this message and its 
attachments and notify Cybersource immediately.

The Cybersource product bulletin 2023 volume 3, (bulletin) is furnished to you solely in 
your capacity as a client of Cybersource and/or a participant in the Visa payments system. 
By accepting this Bulletin, you acknowledge that the information contained herein (the 
“Information”) is confidential and may be subject to the confidentiality restrictions contained in 
the Visa Core Rules and Product and Service Rules or other confidentiality agreements, which 
limit your use of the Information. You agree to keep the Information confidential and not to 
use the Information for any purpose other than in your capacity as a customer of Visa or as a 
participant in the Visa payments system. The Information may only be disseminated within 
your organization on a need-to-know basis to enable your participation in the Visa payments 
system. Please be advised that the Information may constitute material non-public information 
under U.S. federal securities laws and that purchasing or selling securities of Visa Inc. while being 
aware of material non-public information would constitute a violation of applicable U.S. federal 
securities laws.

This document includes updates and all materials, images, and any recommended messaging, 
and is provided for informational purposes only and should not be relied upon for marketing, 
legal, regulatory, implementation, or other advice.  You should independently evaluate all 
content and recommendations considering your specific organizational needs, operations, and 
policies, as well as any applicable laws and regulations. Cybersource is not responsible for your 
use of these materials, including errors of any kind, or any assumptions or conclusions you might 
draw from their use.

1 EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark 
elsewhere. The EMV trademark is owned by EMVCo, LLC.

https://www.cybersource.com/about/contact_us.html
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